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HOI{I‘OTOBI/ITC.HLHBIC paﬁoTLl

Hano ckauaTh ¢aiisn u3 BIOKEHHUS U MOJOKUTH Ky/1a-TO Ha KOMIIBIOTEPE B YIOOHYIO MANKY

Hano ycranoButh kimeHT OpenVPN. HyxHblli AUCTpUOYTHMB MOXHO HAWTH 110 CCBUIKE
https://openvpn.net/community-downloads/. [Ius Gomblieii yactu coBpeMeHHBIX ITK 3TO Bepcus
«Windows 64-bit MSI installer»

I[Ipu ycranoBke Windows \
[57] Windows Security @

MOXKET HCCKOJIBKO pas3
Would you like to install this device software?

CIIPOCUTD 00 YCTaHOBKE
=~ Name: TAP-Win32 Provider OAS Network adapters
_&' Publisher: OpenVPM Technolegies, Inc.

JIpaliBEpPOB CETEBOT0
uHTepdeiica — 3TU TEUCTBUS
Always trust software from "OpenVPN [_ Install ] [ Don't Install
Hajgo pazpemmtHow To Technelogies, Inc.".
Install The OpenVPN GUI ¥ You should only install driver software from publishers you trust. How can 1 decide which
device software is safe to install?
On Windows | OpenVPN X J

[Tocne ycTaHOBKM YCTaHOBIIUK MPEJIOKHUT UMIOPTUPOBATH (haitn koHpurypauu VPN, eMy Hy)KHO
yKa3aTh HAa COXPAaHEHHBIX B 1. 1 daili.

Ecnu miar 1.d npu yctaHoBKe ObUT IpoIyiieH, ¢aiin MoXHO OyIeT UMIOPTUPOBATH MO3KE — CM. T2

IHoakao4yenune

Hnsa moxpkimoueHuss k' VPN Hy)XHO 3alyCTUTh
nporpammy OpenVPN-GUI

B cucteMHOM Tpee MOSBUTCS MKOHKa, KOTOpas
Oyzer BbITEeTh HpuMepHo Tak:OpenVPN- X 0 D enVPN-GUI
GUI-New — OpenVPN Community '
Ecnu HaxaTh Ha Hee MBIIIKOM, OTKPOETCS MEHIO,

B KOTOpPOM MOXHO COCAWMHUTLCA C CEPBEPOM

(tyr xe ecthb myHKT Import file, koTOpbIit
MO3BOJIMT MMIOPTUPOBAThH (aill HACTPOEK, eciaH 3Ta Mpoleaypa He Obljla BBHIIOJHEHA Ha JTare
yctaHoBkH VPN)

[Tpu ycnemHoM coemuHenny Harmmcath Connect/COeTMHHUTHCS CTaHET HEAKTUBHOW, aKTHBUPYETCS

Haamnuch Disconnect/OTcoeTMHUTLCS

3anyck unrTepdeiica



a. B Opasyepe 3aiTH MO  CCBUIKE Conmect

http://192.168.255.58:8281/matches - sto Disconnect
Reconnect

dopma xypHanma mnpoayBok. B duiabTpe Show Status

MOXKHO 3aJ1aTh INICPHOJ JaT, 3a KOTOPBIC View Log

Edit Config

Tpe6yeTC$I OpOCMOTP PE3YyIbTATOB Clear 5aved Paszwords

b. B pedepencroii 6aze MOXHO TOCMOTPETh Import file...
Settings...

CIIMCOK 3apEruCTPUPOBAHHBIX Bt

HOJIB3OB21TCJICFI, a TaKiKC IIOCMOTPCTH
HCTOPUIO €TO MMPOAYBOK, HAXKaB HAa CUHIOKO iy 12:28 PM

12/12/2018 Eﬂ
KHOIIKY HAITpOTHB I1OJIb30BATCIIA

BaxkHo! Axtusnoe noaxmouenue k VPN MokHO HapylieHne paboThl ApYTuX MHTepHET-CEpBUCOB H3-32
KOH(JIMKTA MpaBuiI 6e30macHOCTH B ceTu. [ToaTomy pexkomenayercs nmoakimodare OpenVPN nepen Bxogom
B aJIMUH HHTEp(]ENC 1 OTKIIIOYATD €T0 MOCIIe 3aBEPIICHUS padOTHI

Taxxe BakHo! [IpuiokeHHbIN (aill HACTPOEK COAEPKUT KOHKYPEHTHBIN KJIH0Y, KOTOPBIM MOAIEP>KUBAET
TOJIBKO OJIHO aKTHBHOE coequHeHue. T.e. eciu caenaTh MHCTAUIALMIO C ATUM KJIOYOM Ha HECKOJBKUX
KOMITBIOTEPAX U MOIMBITATECA COCANHUTLCSA, BOSHUKHET KOH(i)J'II/IKT, B pE3YJIbTAaTC KOTOPOI'0 BCC COCAMHCHUA
OyayT HecTaOWJIbHBI M IMOCTOSHHO pBaThes. [loaTOMy, mpu HEOOXOIMMOCTH MOJKIIOYEHHUS C APYroro

KOMIIBIOTEPA, HAA0 OTKIHOYUTh VPN Ha OcTanbHbIX



Kak 3aMeHUTh MYHIIITYK

3amena mynowmyka pexomenoyemces kaxcovie 100-200 mecmos unu paz  neoenio

[Tepen 3amMeHO# MYHAIITYKA TPUOOP HEOOXOIMMO OTKIIFOUUTH OT CETH, B TOM YUCJIC OTKJIFOUUTH
Ka0eJsb MUTaHUs OT YCTPOKCTBA BO M30EKaHUE TTOPAKEHUS AIEKTPUIECKUM TOKOM.

OTKpOiiTE YCTPOUCTBO CHEIUATIBHBIM KIIFOUOM.

OTtcoequHUTe MYHAIITYK OT YCTPOMCTBA, MOTSAHYB 3a ero BHeIHui koHell. [locne paccoennnenus
(UKCaTOPOB MYHIITYK CBOOOIHO CHUMACTCS C BOPOHKH.

PacrnakyiiTe HOBBIIf MyHAINTYK, HAJICHBTE €T0 Ha BOPOHKY, U 3a(DUKCUPYITE HA AIIKOTECTEPE
(HOXMHTE JI0 IIEITIKA).

Y6enurech B TOM, 4YTO MYHIITYK KE€CTKO 3aKPEIUJICS Ha aIKOTeCTepe.

3akpoiite mpudop.

[Ipubop MOKXHO MOJKIIIOYATh U UCIIOJIB30BATh 110 HA3HAYEHMUIO.



KaK 3AMCHHUTD aﬂKOTeCTep AJIA HpOBeI[eHI/Iﬂ HOBepO‘IHI)IX
npoueayp

Ankomecmep mpebyem pe2ynsipHol N08epKU U KaIubposKu — Kaxcovle 15 moic. mecmos unu
pas 6 200

1. Tlepen 3ameHol ankoTecTepa NpuOOP HEOOXOAMMO OTKIIOUUTH OT CETH, B T.U. OTKIIOUUTH KaOenb
IIUTaHUA OT YCTpOﬁCTBa BO n30exaHne MOPAKCHUA BJICKTPUICCKHUM TOKOM.

2. OTKpo#TE YCTPOICTBO CHEUATBHBIM KIHOYOM.

w

OTtcoequHUTEe MYHAIITYK OT YCTPONCTBA, MOTSAHYB 3a ero BHemHui koHell. [locne paccoennnenus
(GUKCaTOPOB MYHIIITYK CBOOOIHO CHUMETCSI C BOPOHKH.

OtcoenuanTe HHTEPPEHCHBIN KaOelb, IPEIBAPUTEIHLHO OTKPYTUB 2 (PUKCUPYIONIMX BUHTA.
Ocna0pTe BUHTHI KPENEXKHOM CKOOBI (4 1IT), MPOBEPHYB KPECTOBOW OTBEPTKON UX Ha 5-6 000POTOB.

[TpuGop nomxeH cBOOOHO BBINTH U3-TIOJ CKOOBI.

N o a &

3amenure npubop Ha HOBbIN U3 3UII nim yxe npouenmmii HoBepKy
I.  YcraHOBUTE HOBBIN MPUOOP BHYTPU CKOOBI
ii.  PacmakyiiTe HOBBIIf MYHIIITYK, HAJICHBTE €r0 HA BOPOHKY U 3auKCHpYyiiTe Ha
ankorecTepe (HAXKMUTE A0 MISTIKA)
lii.  3adukcupyiTe BUHTHI KPETIEKHON CKOOBI (4 IIT)
iv.  YOeaurecsh, 4yTO anKoTecTep 3ah)UKCUPOBAH CKOOOM, MYH/IIITYK 3a(MKCUPOBAH Ha
JIKOTECTEPE U COEIMHEH C BOPOHKOM

1. TloaxmrounTe uHTepheicHbIM Kabenb u 3adpUKCUpyHTE ero 2-Ms GUKCUPYIOIUMHU BUHTAMH.

2. Eme pa3 ydoemuTech B TOM, 4TO ajJKOTeCcTep 3aUKCHPOBAH.

3. 3akpoiite pudop. [IprbGop MOKHO MOIKITIOYATE M UCIOIH30BATH TI0 HA3HAYCHHIO.



